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SLMMARY

The knowledpge-based programaing ansistant (KEPA) is an  expert system
te aid propgrammzrs in the debupging of their proprans. This propasal scelhs
suppert Lo study and construct suel a  system by applylng kunowl ndec—nane
management methods and techniques for coaputer Infecence {deduetive and induce
tive) to debupping rules and error gtatisticss The knowledpe will be gathered
from expert programm:rs, professional programming advisers, informatfion sap-
plied by surveys, and analysis of ths actual debugping prucess. Specific

goals include:

e Identitlcation and analysis of classes of programming errocs

(complle-time and run=-time) amenchle to KBPA.

* Doyilopnenl of decision rules for the diapgnosis of Lthese orrors,
i

reprusentative of the expertise of expurienced programmers and

proprapming consaltanta,

s Implementation of Lhese rules in rule-processing software sysioms
developed locally and aleeady shown effectiva In other application

domains.

® Use of such lmplesentatlons ko study the partlcular problems posed

by the debupzling domaln.

e Developoent of an gxpevimental XRFA fnr small  computers In tho

fleld.
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2.2  Characterization of Frrers by the Tine of their Petection.

Two naln classes of crrors can  he distlnguiwhodf those that are
discovered at run-time and those that are discovered at compile-time. Sub-
classes of these errors can be distinguished, for esample by ddentifying in

which pass of the compiler they wvere deteecved.

2.3 Characterization of Errors by the Type of Faults.

Yourdon plives an extensive character.zatlon of program errors. His
characterization is partially reproduced below and cognents have heen inscrted

to desceribe their applicability to the Fortran debusring situation:
2.3.1  Logie Lrrore.

Logle errors are norwally the nmost common type of computer bug  and
most  of our testing efforts are justiliably ditected towards these bugs. For
the purpose of our discussion, wu can assuae a legic errver tno be a solid
repeatable bug. If a given test Input exposcs the presence of a bug, then the

game input, wien presented to the program a second time, should expose the
¥ prog

same bug In the same way.

2.3.2 Documentation Lrrors.

There are sone docuncntation applications where a  programming ervor
can be just as serfous as a logle error. In most cases, we would be more con-
cerned with errors In user dncnmtﬁrﬂtion speeifically when the documentation
Incorrectly tells a user how to prepare Input for the program, how to opurale
the program, ard how Lo use and inteepret Lhe outpnt from the program. There

are- also situatlons where errors {n the techaleal decumentation could be con-



9.3.6 Fall-back and Pecavery Frrovs.

For a number of proprenms, the concept of recavery and Fallback is
quite critleal. (llowsver, this calepory does not apply to the Fortran uscer in

the enviroament in quoﬂt[qn.)
2.3.7 Bardvarce Errors and System Software Errors.
(Apaln, this catepory is not applicable.)

2.31.8 Standards Errors.

Finally, some people sugpest that programs should be tested Lo cnsure
that they adhere .tu varlous programming standards: that they are modular,
well=cemaented, free of nonstandacd propramming statements. (Mot directly
applicable to errur diapnosis, although such methods might provide an approach

te an cxpert puiding a user to correcl his program see Keruighan and Ilavger.)

2.4 Characterization of Ervors by the Prozess 1ﬂ-ﬂhlch they ere Detected.

.

Hornlng provides a characterizatlon of errors hased on the process 1n

program debugging when they are discovered.
2.4.1 Tn=pectinn,

One way ol detecting errvors is human inspection of the proprams. Not
very mnuch is knoun about Lhe psychnlosy of program readability {moe Uelssman)

but a few pencral thinpgs can be safd alout inconsistency detection.

Inconslatent ibems ace casier for the human reader to dlcover if they

are lacated close to each others  Machines are hetteo at plabal analysis.
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2.0.4 Stntig Eﬁﬁnntft quﬂiﬁ'

These crrors nay be detected by the semantle routines of a Cﬂmpiler-
Unlike syntactle errors, there may be no formal definition of valid programs.
Most statie seomantic ervors are debected from the context in which they occur.
For exanple, lanpguages which are stronpgly typed (Pasneal) can detect errors of
assignment between wvariables with different possible ranges of wvalues.
Assipnment from  a real to an Inteper 1s Invalid In Pascal, for exanple. The
Fortran compller does net provide much statle error detection because of  the
lack of redundancy in the specification of alporithms [n the language. Thus,
many static scmantic errors that would he discovered in more recent  prograg-
ming lanpuapes po undiscovered {o Fortran and become ‘run-time’ ercors. For-

tran assignisent of a real to an {integer iz valld, for excupleo.

2.4.5 Run-time Error detection,

Run—time errors are detected by either the run—tine system of Lhe pro-
gramming languame or the operating system wlthin wﬂosu environment the program
is being ecxrcuted. Such errors may not directly rewveal the locatien of the
fault that caused them. Detection of the errors relles on information encoded
into the propram by the compiler and the envirvnnent In which the program 1s
to execoie. Fou example, range chocking ean be Included In the object code of
the conpiled propram and vange orrors reported to Lhe run-time system. Divi-
slon by zeroe or addressiog a lozaclon oveside of rhe sLarape area allocated
for the program may be deteeted by the operaling system and  reported Lo the

tun=time systoem.
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vhere diapnosis by the conpiler aml run-time system ls not

futura languanes

o .
possihle. In the neat sectlon wve will discoss various attowmpls by “experts

to prowvide a set of diagnostic and dehupring rules  for run=time and oulbput

errors.

2.5 Distinawishing Ecror Prone Lanpuape Peaturces.

One estahliched method of examining a propram for possihle crrors is
to Inspect eloscly  consbtrucks that are error prone. Scveral studies have
examinca proagranming lanzuage features Lo abstract peneral prineiples  about
lanpuage design  and rvellahility. These provide a useful framovork for the
desion of rules in an expert system. A short llst of such analysis is offered

below:

._Gl.'} TO statewents (sec DLijkstea).  Tn Fortran nest of the desired
control econsivucts must be  built out of the use of conditional
atatements and GO TO statements. Enuth polnts out thac cectaln
uses of the GO TO statement are less error prone than others.  In
particular, use of the computed GO TG and non-nested control  flow

gonstruct lons might bhe valuable Inpuk Tor an expert diagnosis.

Global wariahles (sce Wulf and Shaw). 1In particular, the use of

COMMON and EOQULVALLECY In Fortran,

Polnters (Moare). Polnters are not permltied in Fortram, but pro-
grams  cnploying  List  structures constructed  from arrays  and

Indices provides a danper arca.

Selection hy position (fchbhiah and Missen). Leang  paramcter  lists

are prinelpal otfenders.
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debupainn tools such as symbolie  duosps, trn;ua and  Interactive debugpers.
Uslnyr A storage dunp te locate the crvor is inerficlent and diffienlc

for the follosineg reasuns. 1t s dilficult to rr_-‘i.-ur:;; a larre mass of Infurma=-
tion to  the variables and cede of the program.  The dusp represents a statie
pleture of the propeam, not the dynamic one which corresponds o rhe program’s
execution. The demp 1s rvarely produced at the mmn.*..n!: the propgram gencrates
the error, lbut only later after the cerrvor {58 delected. Seattering
print stateaents oflers 1Lt le better debopeing features. An particelar this
approach may peodoce lavae amouats of Lnformation, the extra  staleoents  may

cause crrors, and the wethod is hit or miss.

The automated debugring tools alseo generate  sipgnificant amounts of

data and are hit and miss.

There 15 experimental evidenes piven by Gould and Dronpovski  that
debupalng aide do not ‘assist the delmpzlng process, and that, In terms of the
specd and acedavaey of finding the crroe, people who use theilr brains rathar
than a set of "aids" seem Eo exhibit superior performance’ (sce My?rs.)
Clearly, here is a challenpe to test the abilities of ‘expert’ systems. Brute
force methods are eounter-productive and dobugpling cequires the application of

reasoning.  The brute ferce methods may be  successlully wsed to  supplement

reasoncd debnpalng of programs.
2.7.2 Debupeing by Homan-orvieated Induction.

The Induetive approach to debupsing follows the [olloving alpoacithm,
1) Locate the pertinent data. Enuaorate test coses that work  and
do nol work,

2) Orpanize the data. Steveture the data te  tactlitate detertion
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2.7.5 DPrhugeing by testins.
After the detection of an error, modify the test case  that ponerated

the crror slightly with tha objeetive of pinpolnting the program logic condi-

tions undec which the error occuri.

2.7.6  Further Deobupeion Peinciples.

The follewing comonls are also frequently made ahoot debugping {eaf
Myers).
i} Where there is a bug there is likely to be anrother.
2) Fix the error, uet the symptomn,
1) The prubability of a fiv is nor 1DUR.

4) The probahillty of the fix being correct druns as the prosvan

slze increascs. z
2.7.7  On frprovin~ errer analys

It would appear from many artieles that it Ls important teo obtaln a
cledar wunderstanding of the problems of a sel of vsers in developlng pru;;rﬂml::
in a particular vaviresnent. Particular ervors oeceur very [lrequently and
their probability of arisina can be a souree of Information directing the
scarch for the flx., In pactlieular, a caiceful analysis of debupping aciivities
should vecard the Tollowing kans of information for study:

1} vhen was Lthe error made?
2) Vo wade the ervror?
1) Vhato was done lrcoroectly?

4) Mow ecould the erear have bron presentod?

5) Wy wann’t the ervor deteerod saclieor?
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2.2} Lople nerivities our of sequence
2.3) Vrong variable being cliecked
2.4) Missing losle or ennditlon tosts
2:5) Too r.I;El!m}',."'ft!u statensals in loop
2.0) Loon iterated incoviect number of times

2.7) Duplicate lopia

The error catepories provide a very pood starting peint for the work on an
expert system. The symptons are divided Into twenty five categorics. The
following ts a sample of sone of these symptous:

Data Overflow

Tncorrect TProcessing (Incarrect answer.)

Ahort

Prematnre Propeam T lt

Loap

Too Huch Output Prodoced

The resulls froo thelr annlyui; do not encourapge the conclusion that

diagnosis can be made sipply from the symptoms. They conclude that thc'cﬁm-
binations of symploms veuld need to [nelude not only the sympton description,
tut alse certain auxiliory data such ss branch execution frequency tables, a

list of set/use discrepancies, and ather dynamically sbtained data.

2.9

The Couputer Services Of (ice provides a number of utillties _that may
be naed  to obtala Information absnt the bebavior of a4 Fortean propram thoey
nelp satlsly some of the demods requited in oa diagnosis of pregram  ervers.

In addition to the conpllier eceor mossapges, thore are theee different run=time
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2) uninitiallzed varlanles.
2y vmresalved exnbernal! references.
4) subpropram  ealling problzrs;  the wrong argonant count,
incorvect argupent types, incorrect argemont dimensions, the
changling of constant pavameters.
5) misuse of the conmon hlock.
6) CDC pecularibies: neceslty to rewind files, need to use QuUTPUT
statement on  PREOGRAM  sratement, DATA statement cenflicts with
type, array suhseript assvaptions.
7} use of 1llepnl wvalvnes (undefined, inflnity,ete.)
8) arvay storape confusion.

More Lnformation can be found in the €S0 document, CYBER FORTRAN DORUSGING.

2,10 An Example Expert Guide to Delussing Fortraa Pragrams.

Kernighian and I'lauger’s "The Elencots of Progranming Style" provides a
very 1nreresting description of the most common fallings of Fortran program=
mers. In this ﬁcction we ocxamine this hook as an example of an expert alding
the user to produce more reliable and “better® programs. Suech a collection of
rules might he uzed to ald  the prograsmer rewrdting faulty parts of his
software in a manner to elinioate fucther mlstakes. ernighan and
Plauger provide 62 rules that, {7 {olloved, will ald ia Improviag the clarity
amd reliabillity of a program wrilen In Fortran.  The vules provide a puide-
line for when amd bow certaln (ol en nisosed) propramming lanpuapge  eonstructs
should be nsed Inoan applleation,  Tn the contezt of an automsted Tortran sys—
tem,  thege rule: provide a start IHJ-', potal Tor suppestlons Lo correet o pro-

pram. They  also provide a mechanism to Indicate sources aof possible errors
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4) Wateh out ior ol {=hy=one errrors,
5) Take care ro hranch the right way on cquallky.
6) Examinge loups that exit to the same plnéu'frnm side and hottom.
7) Male sure veur code "does nothing” grocelully.
B Tesre prnﬁrumw al thoir bovnclary econdtlons.
9) Check some ansvers by hand.
10y 10,0 times 0.1 fs hardly ever 1.0,
11) Doa’t cowpare Mloating poalat mmbers solely for equality
12} Check arreay refercnces do not po oul of hounds.

13) Do not count with floating poiat nunburs.

3 Knowledrn Bared Systrrs.

3.1 Avilfleal Snieiliperes Applicd to Proprameivg.

Moch Arcificinl l..'m.r.l"'!.ll;',-:nuf.' worll has roots In auLtomatic  propranming.
Floyd"s : roposals were amony the earllest of those to envisage a "propramner’s
apprentice"” madel. Thwy were followved by a suecession of experimental i_lmplf_--
mentations  leading to modest but definfre practieal successes and some vnilfy-
ing prinelples. WVork at MIT by Caldstein, Sussman, Both, Waters, and Riel &
Strobe, aud other work by Stelanescn and Szhaeidecman & HeKay, all gravitated
avound the debupsing problem, classiiying this Inte (a) Fallurer of the pro-
gram  to correspond o Lhe specllleation and (b)Y errors of the specification
ftselfl, l.'rr.lu.-r, more formal, approaches te debusaing Inelude wvork by Hatz &

anmad, Sapnlv, and Dershowitz & Manna.

A prodicote=lovic=lased stecan o0 jdeas whieh inepleed these  fovesti-

patlons  telgpercd e the Unfted Kingdon a departure of propramnbng Tangnage
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been the development by Patrlcia Galdbevrp’s group of a  system for business
data processiap, in which the task is deseribed ina very hizh level, non-
procedural dataflow lanpusge. A projram Is then senevated: if the problem
specificatinﬁ was inconplete  the  user is prompted te prowvide the missing
{nformatian, and if the problem foromlation is inconsistent the system will

conduct a dialopue with Lhe user ta define the problem more precisely.

Meatlon should be made of some recent UK Qurk aimed at autamating the
construction of commereial daka procasslng proprams by the "Michael Jackson"”
methodology. Jdackson’s nethed Is a manual  teehnique for constructing pro=
grams, starting with speclfications of the manual technique of the Iaput and
putput files. Coleman at UHIST abserved Lhat sinee the File structure could

be expressed ia BYF, the progeeus eocld be synthesized by a syntax analyzer=
generator. His co-worker liaghes I[nyvestigated In more dektall the precise class
of preblems to which this technique appiies, showing that autoenatle peneration
is possible only if the files can he described by regular expresslons.

Further work on the autowated production of pruprams for distributed computiug

systems is In propress.

3.3 Relation to Eypert Systens.

Bl

The eanneet ban hetseen antomabic synthesis awd debupgping of proprams

and work on  “knowleds.  sed”  or "expect" systoms arises In two different

ways., M the one hand, there Lo the {dea of implementing  programming  exper—
tise a5 an Interaclive system:  this is esseatially the "programmer’s appreo-
tlen" tnoeopt. Mok marnris

dnely the desipan prineiples show esseatlal simd Lae-

liy to those  poveraing  the doplesestation of knowledpe=hased expertise Ln

other domalms of mental skill=-clinical consultatlan, mass spectrometry, plant
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[/ | Heour it it_ Madels .':n.'] _!‘ D 1:&‘_]2.

Our plan of work and division of functlons Tollows a particular way of  par-
tittoning the structure of cexpert behavlor Inkto two major components, namaly a
heuristic model and a deep model. Great  convenlences  attend  treating these  two
models as separate. The dichotony reflects the fact that (with some variations [ron
one domaln to aunther) a consultant or other person with a highly trained question-
answerlng skill con usually answer the overwhelming moforicy of clienl’s questfons
"oft the top of hls bead”, just ss a Fisher or a Earpey when playlng onder the _:ime
constraints of Llightning chess con uswally Flod a master move in five sn.cmujs (less

than 200 binary deelsions {a terms of liman empute time).

The discovery that a domiln specialist’s top-of-the-head skill ecan he mln-
fcked by relatively sleple and wuniiform conputational structures, based on pattern-
driven situatlon- ctlon rules, is what has led to the reeent rapid  developoent  of
expert  systems  such  as MVCIN, PROSPECTOR, PUCE, Vi, Sgﬂnh, and ethers. It is nnt
penerally waderstood that given an eppreprlate  cholee of damain  (the de-bupzing
domaln 15 actually unlikley teo be such a case) a sufficlent lovel of expertlse can
be implemented using a heuristie wodel alone, with no need For the more ‘ditfiuult
and costly task of constrocting an adequate deep model. By a "deep" model we mean a
representation of the domain’s logleal and eansal structure topether with peoceduares
for search, ecalrulations, and reasoning, with which recoupendations For action nay
be dug ont.  Tn other domalus (wo hellove debopplos to be one  of tham) the dideal
systen dacorparates  boath  types  of poadel as scperate sub-programs, and pilceks them

apprapriatley. Some well-studied exzanples will help.
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SHILL NEUsRISTLIC HODEL NELP MODEL
Pola-tilancing : Chambers & Michla®s BORVS, Eastiond, 11683,
ander consteaints 1968, 225 patitern-dirmctod dewtonian dynarles plus

3 rules. control theory.

fontrol of Larpe Assaclative store of Niphly develpped
plogtrical poter pattern—driven ralis. lapleal and mraericnl
systens (Pan ef al. model of electrical
Cane Westorn Res. 1) poVeT YR Len.
Fault=dlamnnsis In Toaae and lnnt’s ng_rulos" Poune & Munt s Wr—puloes"
electro—mechanieal pappiog Crom syupbomid ic cnbndy inn the logieal
systems (U 11iin.} patierns Lo decisband. cansal domain stracbuee.

The sluwplest way to camblas the tia kinds of model in a slnmln sycsten is for
the deep model to he used as default to answer those gquestlons where top=ol=the head
rules [all L.e. whenever oxlb ocents from Lhe heuristie wmodel through fallure Lo
[ind an adequate pattern walch. Retrospective analysis of the flrst case tabulated
akove (pole-balanclop) chewod Lt sach combination uould have proatly ifwpraved Bl
ccnnmﬂiclsi of cach, bot In differcat ways, the run=time siclll of BOXES and the run-
time casts of Eistweosd s prosrmns A I8 inevitably the case in poacval, fmplementa-

tlon costs of tie deep nudel wera levpe coupured with those of the heuristic model.

4.2 Division of Funetiens and Broad Yirst-Yenar Ohjcctiven.

Wich this backpround it bhecones straightforward to say who will
do  what ..'m coneerng  the techaleal aspeet of  the project, thus:
!EEI:E_L:'-E_JI'_E__."_I‘E!“{!Li- Michle (as softw ore manaper), Havandi (a5 aussistant
managor), Penka and Simeonds (donaln apecialists For FORTRANY, Cample 11
{damain speclalist fov PASCALY, Michalskl  (kuowledoe englneer, rule=
m:qlli':liﬂ_ﬂ}, Lo ten I:’,Ii;-'-'ll"tif',f' pnpineer, Iepleazatation); doep mndel -
Nershowitz  (theoreotical hasis  and  trial inplessntalions), Clalsced

(theoretical faninl).

1t should e emphasioand hove, amd will bn cmphasised apgain, that
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I'leisted).

He propose initially constructing a Pprotetype  expert  systom
whileh will embody a heonrlstic medel of debugaling. It will be based on
neasurcaents and analyses of programning errors snd faulte. The inten-
tion will be to achleve a quick but convincing demensiration of feasi-
bility in parallel with lomger term studies directed tovards a "deep"
mode e The system will be hpi]t from loeally aviilable softwire written

in Pascal starting with already  Cleld-tested  verslons  of AL and

THICE-L (Michalski’s group) and AL/X and 103 (Michie’s proup).

Bascd on ceperience with other couplex domaing, we would oxpect
to bulld a  knowicdeso-base of  several hundred rules belore attalaing
truly experi pecforrance.  These rules will for the pase part  he hand-
cratted avl tested, although prosross with coaputer Induction ("proprae—-
ﬁlnu Wy exmiples"} ia Hieholaki’s and Miehie’s proups  Ls sweh as  to
offer opportunitics for taklng some short euts.  The following sct af
crules {llustrate what a "rula" miaht loak 1ike Ia the AL/X system for

buliding  and cxeenting heuristle models.  The syntax and composltion of

the rules are, Tor the purpasces of this exposition, arbitary.
4.3 Sampls Copsunltatinm,
RULES:

Ii ervar is "intenor > magicteper” THEN there Ls  an unini-=-

“Hiaboaed pleial variahle (L9 probabi) ity)

F vrver ig “inteper > cagintoger" THEN there (s iateper

arfthectic sooerfloe (O] probability)



1) A survey of prograwming favlts And errors meuerated by prograamers of
fntermemdiate skills. The survey will he condneted in our Incal student
environment and wve expeet that the majority of prograns will be written
by  people with one ol wore years cxparience in propramzing.  The survey
will be perfovmed Jor two tarpel langnages:  Foctran  and Pascals The
curvey material  will include analysis ol job streans, indivilun) pro—=

prams, and theoretical analysis of the lanpuape.

2) A study of the feasihility of expert debupgiop systens basod upon the

results of Lhe sarvey.

1) Appropriate modificatinn of our current expert  system softeare Lo
accompodare the requircd work.

]

4) A worlking rule base for one of the domains, namely FORTRAN/ISM 4136,

5) The conutruction of an  canple rule=hased  expert  that  generales
adefer [for a limited, but  reallstic, subsct of errors. Tarticular
cophasis will be placed oo developing a “friendly” and  interactive

expert syotem that requires 19ttle prior knowledge for its use,

6) A study of Lhe fea=ihility of n small expert debopping  system suit-

able for wini-goopuiess  such as  the Series 1| that wonld support

software Tanpuanme prodocbs,

7) A theoretieal desian study of vhe desirable  propecties of a  "deep
mode 1" of de=lmesing and a eritigue fros this stondpaint of the evalving

et batie conlel.

By tirterly twospare proeresocveporbs aceampanicd by vislts to the I.-"I'1

"alo Alte Ceonter fa present propress.
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