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THE FIS ELECTRONICS
TROUBLESHOOTING PROJECT

Frank Pipitone, Kenneth DeJong, William Spears, and
Michael Marrone

U. S. Navy Center for Applied Research in Artificial Intelligence, Naval
Research Laboratory, Washington, DC

1. INTRODUCTION

FIS, short for Fault Isolation System, is an ongoing research project at the Navy
Center for Applied Research in Artificial Intelligence, a branch of the U.S. Naval
Research Laboratory. The focus of the work is a model-based expert sysiem shell

- capable of acquiring from a user a descniption of a piece of electronic equipment,

called a unit under test (UUT). This description is later used by FIS to perform
such diagnostic functions as recommending the next ‘‘best’’ test to make on the
UUT during a fault isolation sequence and estimating fault probabilities afier each
test is made. These and other capabilities make FIS a powerful tool that can be
used in a variety of diagnostic settings, as discussed in Section 1.2. FIS has been
developed primarily with large-scale analog-hybnid electronic systems such as radar
and sonar systems in mind, but it is applicable at least in pnnciple to any human-
engineered system with discrete replaceable components. FIS is written in LISP
and has been under development for several years. Earlier versions of the FIS
prototype system are described by Pipitone [1,2].

1.1. The Need for Artificial-Intelligence-Based Diagnostic Systems

The maintenance of electronic equipment has drawn increasing attention during the
past decade as a potential artificial intelligence (AI) application, particularly in the
military. This has been motivated by the increasing complexity of military elec-
tronic systems and the resulting high maintenance costs as well as the scarcity of
highly trained technicians.

The Navy has been particularly interested in and supportive of the development
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of fault isolation expert systems that can improve the quality of their maintenance
and troubleshooting activities. As an example, Navy technicians on aircraft carriers
may be responsible for troubleshooting several hundred different (sub)systems for
which they have had varying amounts of training (frequently little or none). To
compensate, the Navy has and continues to invest heavily in automatic test equip-
ment (ATE) to aid or replace these technicians. The quality of the *‘test programs**
that drive these ATE stations varies dramatically in spite of a uniformly high cost
to acquire them.

Although it is tempting to leap to the conclusion that one could significantly
improve this sort of troubleshooting activity with reasonably straightforward ap-
plications of current expert system technology, there are several aspects to the
problem that raise significant technical issues. First, with several hundred different
systems (o0 maintain, it seems infeasible to think in terms of independently devel-
oped expert systems for each one. Rather one thinks in terms of a more general
fault isolation shell providing a common knowledge acquisition-representation
scheme for use with all subsystems. However, even with this level of generality,
there are still several hundred knowledge bases to be built, debugged, and main-
tained in a context in which there can be considerable overlap and/or similarnity in
the content of many of the knowledge bases. These observations strongly suggest
the development of a sophisticated knowledge acquisition system that can be used
to facilitate the construction of a new knowledge base for a specific system in a
variety of ways including reusing and/or adapting existing knowledge modules.

Compounding the problem of applying current expert system technology is the
fact that, for many of the subsystems being maintained, there is little human ex-
pertise in the traditional sense of finding someone who is good at fixing a particular
subsystem and capturing his or her knowledge in a set of associative rules. Rather,
technicians depend heavily on the structural and functional descriptions contained
in the technical manuals of the many subsystems they attempt to maintain. This
suggests that simple rule-based architectures are not likely to be sufficient for the

task at hand.
For the past few years, we have had the opportunity to explore the use of Al

and expert system technology in this setting. We have built (and discarded) several
prototype fault isolation shells in the process of understanding how this technology
can be usefully applied. We feel that we have now evolved an architecture (FIS)
that directly addresses the issues discussed above.

1.2. Maintenance and Troubleshooting Applications

Before diving into the details of FIS, it is important to understand how FIS might
be used in maintenance and troubleshooting applications. The following paragraphs
discuss what we feel are the most promising modes of use.

The first and most obvious use of FIS is as a technician’s aid. The model we
have in mind is a cooperative effort in which FIS and a technician rogether fault
isolate complex systems. To be most effective in this mode, a tool must have a
““mixed initiative'’ interface in the sense that it must be willing to accept and
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1. INTROOUCTION 75

integrate actions taken by a technician as well as being capable of recommending
actions of its own when asked by a technician,

A second obvious use of FIS is as the controller of automatic test equipment
(ATE). There are many continuing efforts to reduce maintenance and troubleshoot-
ing costs by removing humans as much as possible from the diagnostic loop. This
is accomplished by developing ATE stations that are capable of making tests,
interpreting test results, and making replacement recommendations. In the elec-
tronics world, such stations consist of a battery of signal generators and measure-
ment devices that are controlled by a test program running on a small mini- or
microcomputer. After an operator loads the appropnate test program and attaches
the test gear to the UUT, the ATE system runs through a sequence of diagnostic
tests in an attempt to fault isolate.

For the most part, these test programs fault isolate by following a decision tree
designed by a test engineer at some point in the past. When these decision trees
are accurate and up-to-date, they provide an efficient form of fault isolation. How-
ever, they are also notorious for their development costs, their ngidity, and the
cost of keeping them up-to-date. ,

FIS can be applied to the ATE world in several ways. First, if a particular.
application requires the flexibility of dynamic decision making, FIS can be run
directly on ATE gear with sufficient computing capability. However, if that is not
possible or desirable, FIS can be used by test engineers to reduce significantly the
cost of developing the required decision trees.

Even with the most sophisticated ATE stations, fault isolation can be hampered
significantly by equipment that was designed without testability considerations in
mind. Such problems arise for a variety of reasons including a lack of interest by
design engineers and the effort involved in evaluating a design for testability. By
applying FIS duning the design cycle to generate fault isolation trees, many test-
ability problems can be identified easily and inexpensively.

There are many contexts in which it is not possible or desirable to remove
technicians from the fault isolation process. Rather, the emphasis is on providing
fast, cost-effective training programs to improve technician skills. Here again we
feel FIS can be used as an effective training tool by providing an environment in
which simulated faults can be introduced and the fault isolation activities of trainees
can be monitored and compared with those made by FIS.

1.3. Current Focus of FIS

Although the underlying architecture of FIS is general enough to support all the
application areas discussed in Section 1.2, the Navy has been particularly interested
in its use as a technician’s aid and as a test tree generator for ATE stations. As a
consequence, the first two interfaces actually implemented have been for these two
application areas. Figure 1 illustrates how FIS is used in these contexts.

To be successful in either of these applications, the diagnostic components of
FIS depend heavily on the quality of the underlying causal model of the UUT
developed by a design/test engineer using the knowledge acquisition components
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Figure 1. Application of a diagnosis system such as FIS.

of FIS. Ideally, one would like to start with the CAD/CAM database used by most
manufacturing systems today. However, such databases are frequently proprietary
or in highly nonstandard formats. As a consequence, we currently assume only
that a design/test engineer has access to documentation descnbing the UUT. This
includes schematic and functional block diagrams, specified values of measurable
parameters at various test points, theory of operation, some notion of the relative
faillure rates of the replaceable components (modules), and the cost (in time) of
various test operations with available test gear.

Given the above information, an engineer uses the knowledge acquisition inter-
face of FIS to create a qualitative causal model of the UUT. FIS later uses this
model in some diagnostic setting to recommend repeatedly a next best test for
maximal informativeness per unit cost and to analyze the results of tests made until
faulty replaceable modules are identified. These capabilitics can be used to gencrate
a test decision tree automatically. Also, FIS can answer queries about the UUT or

S, L




R Raaan . £285 201 "
T e
o — e e ——

1. INTRODUCTION 77

about the diagnostic process. Typical queries include what is the merit of a given
test, what causal path led to the suspicion of a given module, what are the modules
affecting a given test, what is the current probability of a given fault combination,

and what are the causal rules describing a given module.
The initial focus of the FIS system can be summanzed as follows:

(a) Provide the facilities for acquiring with minimum effort a UUT description
suitable for diagnosis.

(b) Provide the reasoning mechanisms for recommending the next best test to
make or the module to be replaced.

(c) Maintain good estimates of fault probabilities after tests.

(d) Respond to queries about the UUT model or explain (b) or (c).

(e) Automatically generate a test tree using (b) and (c).

1.4. Our Approach and Related Work

The basic approach to diagnosis used in FIS is that of capturing the important pant
of the behavior of a UUT for diagnostic purposes by describing each replaceable
module with local causal rules and specifying the connectivity of the modules. The
system then uses this network of causal rules to determine the set of possible causes
(ambiguity set) of any failed test and which modules to certify in what manner
when a test passes. This information is used in conjunction with a pnon fault
probabilities by an efficient Bayesian algorithm to estimate posterior probabilities
of module faults and test outcomes. These are used along with test cost data and
module replacement costs to make next best test or replacement recommendations.
The next best test is found using a combination of fast heunstics to screen the
available tests and information theoretic entropy (Shannon entropy) calculations to

-evaluate further the remaining candidates. No single-fault assumption is made.

Also, we do not acquire global, empirical symptom-cause associations such as
“frequency high at terminal7 implies module3 or moduled4 bad’’ during knowledge
acquisition. FIS computes such relations from module descriptions and connectiv-
ity. The choices of method were strongly driven by the need to minimize knowledge
acquisition cost. Effective automatic diagnosis can be achieved in many ways, but
most approaches require much data about the UUT. Section 3.1 discusses some of
the major alternatives.

The following is a summary of some of the more novel features of the FIS fault
diagnosiAs' system:

(a) The ability to do accurate diagnosis using a qualitative behavior model of

. acomplex analog-digital UUT without simulation.

(b) An efficient UUT knowledge acquisition capability.

(¢) Anefficient evidential reasoning method specialized for device troubleshoot-
ing based on Bayesian principles.

(d) A natural treatment of multiple faults.
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(e) An efficient method for computing the entropy of a complex system for use
in best test selection. )

Notable recent work has been directed at some of the same problems FIS has
addressed. For example, DeKleer [3] gives a clear analysis of the problems of
computing fault hypothesis probabilities, test result probabilities, and using entropy
for test recommendation. However, this approach requires a strong UUT mode!;
one must be able to predict module output values from module input values. It is
often impractical to provide such a model for analog systems, although for digital
systems it may be appropriate. Also, computational efficiency is not addressed.
For the results to be applied, one needs fast probability and entropy algorithms and
module simulations. Another recent work [4], based on Bayesian belief nctworks
[5], provides a powerful mathematical approach to treating the joint statistics of
component faults and signal abnormalities.

Much previous related research deals only with digital circuitry {6,7]. Most
work on reasoning about analog devices is restricted to simple components because
of the demands of performing detailed circuit analysis (8-10]). One that treats a
complex analog system (a radio receiver) [11] requires considerable knowledge
acquisition effort. Another [12] uses only a shallow functional model. Systems that
have general analog-digital applicability [13,14] use only topological (connectivity
plus directionality) knowledge about the UUT and therefore are forced to suspect
all upstream modules from a failed test. Also, such systems cannot handle passed
tests well because they cannot know to what extent each module upstream of a
given passed test can be certified as good, lacking functional modeling. King [15]
gives a survey of some previous work.

2. ARCHITECTURE OF THE FIS SYSTEM

The major components of FIS, as well as its two principal users, are illustrated in
Figure 2. We will describe the components chronologically as they are used. First,
the knowledge engineer, whose principal expertise is a detailed understanding of
the type of equipment to be diagnosed, describes the UUT to the computer. He or
she does this at a computer terminal via the knowledge acquisition interface (KAI),
producing the UUT description, which is then stored in a file. A principal concem
in the design of the KAl is to- maximize the ease with which a user with a good
electronics background but little familiarity with computer science can generate a
description of the UUT that will yield acceptable diagnostic performance in FIS.
This description contains such information as a priori rates of failure of the re-
placeable modules, costs (primarily in time) of setup and test operations, connec-
tivity and qualitative functional descriptions, a set of allowed tests, and a graphics
description for displaying a block diagram of the UUT.

The electronics library is primarily intended to store partial or complete quali-
tative functional descriptions of modules that occur frequently in the UUTs being
described. The electronics library is to be referred to whenever possible while using
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Figure 2. The architecture of FIS.

the KAI to enhance speed. The resulting approximate module descriptions can then
be edited using the KAI. Also, the KAI can be used to add, delete, or modify
items in the library. After its completion, the UUT description is processed by the
knowledge compiler. This produces a file containing the compiled UUT knowl-
" edge.

The purpose of the knowledge compiler is simply to transform knowledge from
a form suitable for editing to a form suitable for efficient diagnostic computation.
The knowledge compiler is run after the UUT description is completely finished
and stores the compiled UUT description in a file.

Once we have compiled UUT descriptions available, the diagnostic reasoning
subsystem can be invoked to perform a variety of diagncstic tasks. The diagnostic
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reasoning subsystem uses a compiled UUT description to construct and maintain

dynamically a belief model about what is propery and improperly functioning as -

test results become known. This belief model in tum is used to find the best test
to make next or recommend the replacement of some module of the UUT.,

We currently provide two user interfaces to the diagnostic subsystem. The first
is a “‘mixed initiative®" interface intended to be used by a technician as an aide
during a diagnostic troubleshooting session. In this mode, FIS is capable of (1)
updating the current beliefs about the UUT based on a technician’s entry of test
results; (2) responding to a technician’s query regarding the probability of a fault
hypothesis, the merit of a test, the UUT description, or the belief state of FIS; and
(3) making suggestions and/or recommendations about the next best action to take
(further tests or replacements).

The second mode of use is to use the diagnostic subsystem to produce a tradi-
tional test tree by invoking the next best action generator, following its advice
(hypothetically), and recursively invoking the next best action generator for each
of the possible outcomes of the previously recommended action. In this way, large,
complex test trees are generated automatically with no human intervention.

Both the knowledge acquisition subsystem and the diagnostic subsystem of FIS
are complex entities that are not easy to descnbe in a few paragraphs. In the next
two major sections, we descnibe in more detail the motivations behind and the
current state of both of these subsystems.

3. KNOWLEDGE ACQUISITION CONSIDERATIONS

In most Al applications, knowledge acquisition is a crucial consideration because
it typically has a high cost in work-hours. Fault diagnosis is no exception. To
create a computer program that can troubleshoot a piece of equipment with useful
accuracy and efficiency, one must invest a considerable amount of effort in knowl-
edge acquisition. The diagnostic reasoning methods chosen must be able to use a
UUT description that is easily obtainable by the knowledge engineer and of suf-
ficiently small size. Also, the KAl must allow the fast and accurate transfer of
these data to the computer.

3.1. Knowledge Acquisition Trade-offs in Diagnostic Systems

Let us briefly consider some different approaches to achieving some of the diag-
nostic functions descnbed in Section 1.3 in the light of the relative ease or difficulty
of the knowledge required to support them. First, consider the approach of directly
writing a test decision tree. This corresponds to the conventional practice of writing
programs to control ATE gear in which the burden of diagnostic reasoning lies
primarily on the human technician, and what he or she enters into the computer is
essentially a decision tree that is to control the ATE autonomously or with minimal
human interaction. Although converting such a decision tree into computer code
is usually not very labor intensive, much labor is usually involved in producing

N o
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the decision tree, because the technician needs to consider many things at each
decision point in the tree. The technician must consider what modules are currently
suspected of being faulty, in what manner they are suspected, to what degree
various modules are certified by previous passed tests, what cost in time or other
risk is incurred by performing a certain test, what tests are available to the system,
how these tests depend on various faults in various modules, and many other
matters. This decision tree approach therefore has high knowledge acquisition cost.
It also has the disadvantage of limited fault coverage, inflexibility, lack of expla-
nation capability, and susceptibility to human error and suboptimal decisions.

At another extreme is the approach of entering into the computer a detailed
model of the structure of a UUT (e.g., schematic diagrams) and behavior models
of the individual components and placing on the computer the burden of deducing
enough of the behavior of the replaceable modules and of the whole UUT to do
diagnostic reasoning. This approach also requires that the human specify in some
way the intended function of the UUT. That is, the diagnosis system must know
what part of the UUTs full range of behavior must be tested to certify that the
UUT has completely acceptable performance. This approach has the potential of
allowing automated diagnosis with low knowledge acquisition cost, since CAD/
CAM data could in the future be used to provide the model of the structure of the
UUT in computer readable form, and only the intended function (performance
specifications) would need to be largely human specified.

[ntermediate between these two extremes is the approach of providing to the
diagnostic system a simplified mode! of the qualitative behavior of the replaceable
modules and the structure (connectivity) of the UUT, as well as UUT performance
specifications. The diagnostic system then can deduce the qualitative relations be-
tween test results and possible faulty modules. This then enables it to perform the
functions of Section 1.3. Within this paradigm, which is the one adopted by FIS,
there are trade-offs. Consider the issue of how detailed a model is needed of each
replaceable module. In our current implementation of FIS, we have decided to
represent it by a set of causal rules describing what signal abnormalitics at terminals
of the module can be caused by the module failing or by signal abnormalities at
other terminals of the module (see Section 3.2). The module’s failure statistics are
represented by a single number, its failure rate relative to the other modules. We
do not require joint statistics of the different ways the module can fail (failure
modes) because providing them is often infeasible. Indeed, even the module failure
rates must often be grossly approximated.

The lack of failure mode statistics makes things difficult for a diagnostic rea-
soning system. For example, suppose a diagnosis system cumently suspects that
one of two modules m1 and m2 contains a fault. Then it might be able to determine
which is likely to be faulty by finding a test dependent on m1 but not on m2. If
the test fails, m1 is faulty, and if the test passes, ml is less suspect than it was,
and m2 more suspect. However, if a human interpreted that passed test, he or she
would think about what failure mode of m1 tested okay. If it were the same failure
mode that made ml initially suspect, m1 would be exonerated. If the passed test
depended on a completely independent failure mode of ml, then m1 would be only
slightly certified.
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Thus, a diagnosis system could benefit from knowing the complete joint statistics
of the failure modes of each module and the qualitative relation between these and
measurable abnormalities at the terminals of the module. However, since providing
such data is often infeasible, we have considered and implemented various ap-
proximate methods for handling the certification of modules after passed tests
without using failure mode statistics (see Section 4.4).

3.2. The UUT Description Used in FIS
The knowledge required to describe a specific UUT type includes the following:

(a) A graphics description for display of a block diagram of the UUT.
(b) A list of module (component) names.

(¢) Causal rules for each module.

(d) Connectivity description.

(e) Module replacement costs.

(f) Relative a priori module and UUT failure probabilities.

(g) A list of performance tests for the UUT.

(h) A list of additional tests available for fault isolation.

(i) Test cost rule set.

The graphics description (a) is generated automatically by FIS from the con-
nectivity description (d) and consists of a block diagram with the modules labeled
by their names and current fault probabilities. The user then edits this diagram to
optimize its appearance.

The most interesting UUT-descriptive knowledge is (¢) above. It consists of
causal rules relating measurable (at least in principle) parameters among various
terminals of each module. These are intended to describe the behavior of each
module in its context. Thus, where loading and other effects of Kirchhoff's laws
affect behavior, these are assumed taken into account. We are not restricted to
unidirectional modules with fixed input-output voltage behavior. For the common
case in which this behavior is independent of context, the library module descrip-
tions, when available, can be invoked without modification. These rules contain
both information about the correct behavior of UUT modules and about fault modes
of modules, as discussed later. The rules are of the following two forms, called
through rules and fault rules, respectively:

l. Given precondition, parameter]! abnormalityl at terminall can cause
parameter2 abnormality? at terminal2.

2. Faulty modulename can cause parameter abnormality at terminal.

Here a precondition is a predicate on the state of the UUT inputs (or input history).
Preconditions are optional and are used primarily to model devices such as mul-
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tiplexers and devices with enable inputs in which a causal path is present or absent
depending on some signal conditions. Although we have experimented with elab-
orate precondition schemes involving estimating probabilities of control signal val-
ues, we have found it quite adequate simply to refer to the stimulus data associated
with the current test to see if the input stimuli correspond to those named in a
precondition. An abnormality is a qualitative value such as high or low. For ex-
ample, a rule of type | is ‘*Given that power supply 3 is in the on state, DC voltage
high at t3 can cause the frequency to be low at t4,"" in English paraphrase. This
might describe the way a voltage-controlled oscillator propagates a voltage error,
given that its power supply voltage is in spec. In the case of a module with two
inputs both affecting the same output parameter, such as a summing junction, a
problem can arise. Suppose two of the rules are *‘input] DC high can cause output
DC high™ and “‘input2 DC high can cause output DC high.”" Then, if “*output
DC high’* is suspected, both inputs are to be suspected high. However, one might
be very high and the other slightly low, and the latter would be missed. However,
if such a case occurs, the system will find a fault leading to the high input, and
the ensuing repair may even cure the slightly low input. Otherwise, a second
diagnostic pass can search for it. Each causal rule is associated with the module
immediately connected to the terminals appearing in the rule.

Rules of type | represent the correct behavior of a module in context in the
form of qualitative relations among quantities at its terminals. Rule type 2 repre-
sents limited knowledge about how a given module can fail. Note that even if we
had no such fault model knowledge available, we could allow the system to include
all conceivable rules of type 2 by default and still have a viable diagnosis system.
That is, we could assume that any abnormality at a terminal could have been caused
by the failure of any directly connected module. This would lead to somewhat
larger ambiguity sets (suspect sets) than with a more minimal set of type 2 rules,
but most of the diagnostic power of FIS comes from rules of type 1, since it is
largely by chaining them that we determine what portion of the UUT affects a
given measurement. When in doubt about the inclusion of any rule, we must include
it or else we risk missing some faults.

The connectivity description [item (d) above] is given in terms of triples (module 1
terminal module2). Note that in the connectivity description there are always two
modules connected to one terminal. This is because metal conductors are modeled
as modules themselves to capture their open-circuit fault behavior. Thus, three
module terminals connected together in a Y become three UUT terminals con-
necting six module terminals as shown in Figure 3. The connectivity knowledge
is also represented redundantly in the causal rules, which refer to terminals and
are each associated with a module. _

Item (e), the module replacement costs, are used to recommend the replacement
of a module when that action minimizes the expected total cost of testing and
replacement (see Section 4.6). These costs are manifested primarily in time and
risk of equipment damage and are represented in time units. Item (f) is to be
obtained ideally from statistics of actual failures of each module in the current
UUT type. If that is unavailable, failure rates for the most specific generic class
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Figure 3. (a) Conventional drawing of & connection and (b) our model of a connection,

to which a module belongs and for which statistics are available should be used,
with equal probabilities the last resort. The a prion UUT failure probability is
simply the estimated probability that the UUT has any faulty module. Item (g) is
a list of tests that, if all were made and passed, would imply that the UUT is for
practical purposes certified as fully functional. Item (h) is a list of tests that are
potentially useful for fauit isolation but that are not needed to certify the UUT as
fully functional.

A test of either type consists of several items of data, as illustrated in Figure 4
by the small sample of tests from a radar UUT. Each has a unique test number, a
terminal to use as test point, a parameter to be measured, a set of qualitative test
outcomes and the quantitative specifications defining them, the units of measure-
ment of the specifications, the test type (performance or diagnostic only), and cost-
code data. In the case .of analog parameters such as frequency, the specifications
would be numerical ranges. In the digital case, they would be values of bits or
words. The test cost code gives a prescribed state or mode of use for each of the
stimulus or measurement instruments or other hardware involved in each test. z is
the ‘‘don’t care’’ condition and 1 is the *‘off’" state. Item (i) is a small and simple
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Test#  Terminal Parameter Quslvals & Spees Units  Type
; t0300s  outbus d-reply (ok (ecl-1) bad (ecl-0)) logic p
¢ t0300b  outbus ovrtemp {ok (ecl-1) bad (ecl-0))  logic p
N 10300¢  outbus reply (ok (ecl-1) bad (ecl-0)) logie p
t03028  outbus d-reply (ok (ecl-0) bad (ecl-1)) logie p
t0302b  outbus ovrtemp (ok (ecl-1) bad (ecl-0)) logic P
t0302¢  outbus ceply (ok (ecl-0) bad (ecl-1)) logic p
t0386 outbus agepar ( (ecl-1) bad (ecl-0)) logic P
10388  outbus agepar ok (ecl-0) bad (ecl-1)) logic p
L0300  outbus sdipar ( (ecl-0) bad (ecl-1)) logic p
t0392  Obus g-ofl-par (ok (ttl-1) bad (1tl-0))  logic p
t0394  outbus sdipar (ok (ecl-1) bad (ecl-0)) logic p
Test Cost-Code Information
Test#
m|{p | d [sc|pw | fq|am | fm | anl | tmr | dvm | arr | dd
10300a z 1 1 2z z z z z 2 z z z z
t0300b | z | 1 1 z 2 z z z 2 z z z z
10300¢ z |1 2 z z z | 2 z z z 2 z
103023 | 2z | I 2 1z z z z z z z 2 z z
t0302b | z | 1 2 2 z z A A 2 z z z z
t0302¢ z ! 3 z z z 2 z z 2 z z z
t0386 z |1 6 z z z z z z 2 2 z z
10388 1 7 z z z 4 4 z z 2 z z
10390 z 1 {10} 2 z z z 3 2 z z 2 z
t0392 z |1 Il 2 z 2 A z z A z 2
10394 |1 112] 2 z z z z z ) z z 2
: Figure 4. Description of available tests.
set of rules giving the cost (in time units) of using each test instrument in a current
test given the previously made test. For example, if the timer (tmr) were in the
“‘off”* state (tmr = 1) in one test and in state 23 in the next test, we would capture
the fact that the timer needs a 50-second warm-up time with the rule *‘(timer 1 to
x) implies cost = 50."" This compact approach was motivated by the fact that there
are n® possible transitions from one of n tests to a second one, and therefore n?
costs, a prohibitive amount of data to be acquired explicitly.
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3.3. Knowledge Acquisition Strategles

The description of a new UUT is developed by a user with the aid of the KAl in
Figure 2. In the future, it may be possible to replace the user at least partially with
a CAD/CAM database describing the UUT. For the most part, the UUT descriptive
data described in Section 3.2 are acquired in a direct manner from the user via a
menu system in the current implementation of FIS. The largest data items are the
lists of tests and the causal rules of the modules. For the latter, the user needs to
transfer to the computer his or her understanding of each module’s behavior. This
requires a large number of causal rules for a typical UUT (30 rules per module is
typical). Therefore, efficient transfer of knowledge is important. For this reason,
we have experimented with several means of specifying causal rules for a module:

1. Entering individual causal rules.

2. Entenng several causal rules at once by expressing them in a compact form;
for example, **The DC voltage at all terminals of module3 can cause the
failure of any parameter at terminal6,"’ in English paraphrase.

3. Obtaining a complete rule set of a familiar module from the library by spec-
ifying the UUT-specific module name, the generic module name, and the
associations between UUT terminal names and library module terminal
names.

4. Modifying the current rule set for a module of the UUT by naming properties
(partial descriptions of a module rule set) from the library and giving the
associations between UUT terminal names and property terminal names. This
leads to both additions and deletions of rules.

[tem 2 can take advantage of vanous patterns in the rule set of a module. The
example given causes the generation of all combinations (the ‘‘outer product™) of
the given causes and the given effects. Such notation is useful for a complex module
- for which any abnommality at one terminal can, under some circumstances, cause
any abnormality at some second terminal, or for which the user has an incomplete
understanding. Another example is **All abnormalities at terminal5 of module3 can
cause the failure of the same parameter at terminal6,’’ in English paraphrase. This
yields a one-to-one correspondence between causes and effects. Various other com-
pact notations have been tried. The KAI can expand these immediately to yield
individual rules that can be edited further, if desired, by the user.

Every rule for each UUT module carries a label of *‘mandatory’’ or ‘*forbidden’’
for use during editing. Afier compilation, only the mandatory ones survive and the
label is dropped. The reason for this feature is evident from item 4. Rules obtained
by invoking a property are of both the mandatory and forbidden types, whereas all
rules obtained by method 1, 2, or 3 are mandatory. Thus, when a new rule is
obtained by any of the four methods, if it is mandatory and not present in the UUT
module rule set, it will be added. If it is mandatory but already present and marked
mandatory in the UUT module rule set, nothing is changed. If it is mandatory and
present but marked forbidden in the UUT module rule set, then the user is called

SO
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on to resolve the conflict. The case of dealing with a forbidden new rule is handled
exactly symmetrically. Thus, when there is a conflict, the user resolves it, and
when there is not, the new rule is ‘‘unioned'’ into the UUT module rule set.

Besides speed of acquisition, in the case of the causal rules it was found useful
to assist the user in ensuring that the rule set is a good one. This means that the
rule set has upstream causal paths from each possible failed test result 10 a set of
modules that is sure to contain a faulty one. At the same time, each such ambiguity
set should not contain any module that we know could not cause the-test result.
To facilitate enforcing this, FIS can sort the rule set by effects (right-hand sides)
and give the causes of all the rules having each effect. Figure 5 shows a sample
of such a list. This enables us to follow the causal paths upstream quickly by eye
to evaluate the rule set. FIS also can display the computed ambiguity sets for each
possible test. This is a uscful tool in validating the causal rule set.

3.4. The Knowledge Compiler

‘The UUT descriptive data described in Section 3.2 are processed by the knowledge

compiler to produce data structures allowing fast diagnosis time processing. For
example, the ambiguity sets of each test are computed and stored; that is, for each
abnommal qualitative value of the test, the causal rules associated with the terminal
and parameter tested are obtained. The right-hand sides (effects) are matched against
the failed test result. The left-hand (causes) sides of the matching rules now rep-
resent possible causes of the failed test. These are now matched recursively against
rules until all culpable modules are found. Also, for each of these modules, those
rules having that module as cause and having an effect on the causal path to the
test result are recorded. These are called inmumnediate effects and are used in per-
forming module certification after a passed test (see Section 4.4).

The compiler also sorts the set of tests in several ways so that we can quickly
look up the set of available tests at a given terminal, measuring a given parameter,
dependent on a given module via a given fault rule, and so on. These data structures
will be used by the best test heuristics (Section 4.6).

4. DIAGNOSTIC REASONING '

The diagnostic functions of FIS are illustrated in Figure 6 by the menu FIS displays
when ready to be used in the technician's aid mode. The major functions are make-
test and best-test, which we will describe in detail. Also of interest is forget-last,
which allows the user to retract the last make-test he or she performed. This is
useful for considering hypothetical sequences of tests and test results.

4.1. Beliefs About Faults in the UUT

The updating of beliefs about faults after a test is a crucial function in a diagnosis
system. Poor selection of tests can delay the diagnosis, but inaccurate use of their
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Effect Cause Precondition
(agepar logic b) ade t
(bit-rf freq hi) (lo-out freq hi) t
(ifosc2 freq hi} t
(bit-rf freq lo) (lo-out freq lo) t
(ifosc2 freq lo) t
(td-cnt any b) t
(bit-rfl pulsespread hi) tdrive t
{td-cnt any b) t
(bit-rf pulsespread lo)  (td-cnt any b) t
tdrive t
(bit-rf pwr hi) (td-cnt any b) t
tdrive t
(bit-rf pwr lo) tdrive t
(lo-out pwr lo) t
(td-ent any b) t
(ifose2 pwr lo) t
(cagcl logic b) ade t
(cagc? logic b) ade t
{cagc3 logic b) adc t
(first-lo freq hi) l-ose t
(locnt any b) t
(refout freq hi) t
(first-lo freq lo) |-osc t
(locnt any b) t
{refout freq lo) t
(frst-lo pwr lo) l-osc t
(fmt dc hi) pwr&ent t
(fmr de lo) pwréent t
(fmr noise hi) pwr&ent t

Figure 5. Sorting the UUT rules by effects.

results can cause erroneous diagnosis. When a test is made in FIS (see Sections
4.2-4.4), the result is processed along with the compiled UUT description and the
current beliefs, and produces as output updated beliefs. This deterministic data can
then be processed (see Section 4.5) to obtain probabilities of fault hypotheses. The
beliefs consist of five types of data and represent what FIS currently knows about
the state of the UUT:
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INITIALIZATION INSPECTION TROUBLESHOOTING _ CONTROL
? sh: show-history  re: repest-command lic lisp
al: active-list bt: best-test cu: chsnge-uut
i du: draw-uut fa: forget-all bu: hardeopy
tt: trace-tpt fi: forget-last qt: quit
ut: untrace-tpt mt: make-test © un: uhix

ct: console-trace
gt: graphic-trace
ft: fle-trace

to: trace-net

as: amb-set

! ss: show-specs

] sp: show-probs
w: window

Enter commandor ? ->

Figure 6. The menu appearing when FIS is used as a technician’s aid.

I. Quantitative and qualitative values of tests made.

2. The set of current ambiguity sets, that is, the sets of modules each of which
is believed to contain at least one faulty module. This accrues one new
ambiguity set per failed test.

3. The current setup of the UUT-ATE system, represented by the test cost
code, corresponding to the last test made (see Section 3.2). This is needed
for comparison with the test cost code of the following test to compute its
cost.

4. Centification numbers for each immediate effect of each module. These in-
dicate the number of passed tests dependent on the given module via the
fault rule whose cause is the module and whose effect is the immediaie effect.

5. The certification factors to be multiplied by the a prion relative failure rates
a; of the modules when calculating fauit probabilities (see Scction 4.5). These
are initially 1.0, indicating no evidence from tests that module { is good.
Complete certification is indicated by 0.0. These factors are computed from
the certification numbers as described in Section 4.4.

The five types of belief information described in this section together with the
' a priori module failure probabilities include all the important information about the
possible faults in the UUT at a given time. However, this information is most
useful both to a technician and to the routine that computes the next best test if it
is converted into the form of probabilities of fault hypotheses, as described in
Section 4.5, ‘

4.2. Making a Test

When a technician (or ATE) makes a test on a UUT, the result is reported to FIS
as a quantitative or qualitative value of the parameicer measured. Figure 7 illustrates
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Enter command or 7 -->mt

Entler terminal at which this test was made.-> rf-out

TEST PARAMETERS
rf-out  pwr
pulsespread
noise
{req

Enter parameter which was measured--> pwr

TEST SETUPS

rf-out  52-1-7

pwr 51-2-3
20-21-1-1

Enter setup under which this test was made -->52-1-7

TEST QUALVAL SPEC
rf-out ok ((-inf -65))
pwr hi ((-65 inf))
52-1-7

Enter measured value or qualval --> hi

Figure 7. Making a test in FiS.

the process of making a test in the technician's aid mode. A test can be specified
by naming the terminal, parameter, and setup (part of the test cost code) of the
desired test, as shown, or by naming the test number. If a quantitative value is
entered, FIS converts this to one of the qualitative values for that test, such as
high, low, or okay for an analog measurement, by comparing it with the specified
values. In processing the test result, FIS first makes a new copy (using constructive
LISP operations for compactness) of the current UUT state so that it can undo tests
if desired. Then it updates the test cost code to the one reported with the test.
Failed and passed tests are processed differently.

4.3. Processing Failed Tests

If the specification is violated, the ambiguity set for the particular qualitative value
(such as low or high) of the particular test taken is found. This set is then appended
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to the set of ambiguity sets. The ambiguity set is found by lookup, since all such
sets are precomputed by the knowledge compiler. In previous versions of FIS, the
ambiguity sets were computed when a test was made. This was more time con-
suming and was done because various deductions about qualitative values of elec-
trical parameters were made while processing a test result {2], which required
following the rules at diagnosis time. However, we have decided to abandon these
deductions because they are marginally useful. The important information gleaned
from a set of failed tests is the corresponding set of ambiguity sets.

The simple cascade network of Figure 8 illustrates the small size of ambiguity
sets computed with FIS. Note, for example, that if a test shows the DC voltage to
be high at T6, only the highpass filter can be the cause. The reader can readily see
how the ambiguity sets were found by mentally chaining through the given rules
from night to left from a test result.

Having added the ambiguity set of the current failed test to the UUT beliefs,
FIS now proceeds with the probabilistic computations described in Section 4.5, as
indicated in Section 3.1.

4.4. Processing Passed Tests

[n the case of a passed test (qualitative value okay), FIS first notes for each module
on which the test depends how many of the abnormalities that it can immediately
cause (at its terminals) lie on the causal path to the failed (e.g., low or high)
outcomes of the test. It finds these immediate effects by direct lookup of precom-
piled ambiguity sets for the test (see Section 3.4). Then it must determine how
much to reduce the suspicion (fault probability) of the modules involved.

As indicated in Section 3.1, the manner in which a passed test results in reducing
the suspicion of a module needs careful consideration. We have experimented with
several schemes for certification. In all cases, we coavert the information gained
from the various tests into a single certification factor for each module, as described
in Section 4.1. In earlier versions of FIS we trned a simple lincar scheme. For
example, if a module has ten faulr rules and four of the rules have nght-hand sides
on the causal path to the test, then the certification factor for th¢ module is
I — ;5 = 0.6. This rough approximation was used because the a priori statistics
of the various modes of failure of a given module are seidom available. Thus, the
a priori fault probability of the module would be multiplied by 0.6 before being
used in the probability calculations of Section 4.5. However, two problems were
found with this. First, the different ways a module can fail are often not mutually
exclusive. Thus, the first passed test should have a greater effect than later ones.
Second, if a module is currently strongly suspected of being faulty because one or
more tests depending on it failed, then it should be certified more strongly by some
passed tests than by others (see Section 3.1).

To alleviate these difficulties while still avoiding requiring joint statistics data
for the failure modes of a module, we are currently experimenting with the follow-
ing scheme. We keep track of how many of the tests that depend on a given failure
mode of a module have been made and passed. Then we take the sum s of these
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M3 M3 f |
{
M1 : M4 !
Blectrical Frequeney p——oi PElgetrical :
Input 1 4} 1] | 13 i
Connectlon Divider g Conaectlon =
] 4
},.
i | i | | i
A O T
i i t i
IS DC pe—— Electrical ;-t-———-—-( Highpass }
rr | I rs 1 I rvs f
} Amplifier } ;Co:nectlou : } Fllter ;
{ } | B L ]
Test Result | Ambiguity Set ;
T6 freq high M1, M3 .
TS dc low Ms, M8, M7 .
T6 dc bu Ms !

Rules Fired in Propagation of above Test Results

Cause Effect Comments
TS freq high | T6 freq high
T4 freq high | TS freq.high
T3 freq high | T4 freq high
T2 freq high | T3 freq high
M3 T3 freq high | M3 not dividing
T1 freq high | T2 freq high
M1 T1 freq high | M1 bas high frequency
TS dc low T6 dc low
M6 T6 dc¢ low M6 open, M7 pulls low
M7 T6 dc low M7 input grounded
MS T6 dc low MS output has offset
M5 T6 dc high | MS5 output has offset
TS5 dc high T6 dc high

Figure 8. Simple examples of the propagation of a test resuit.

and compute exp (-ks) as the certification factor for the module, with the constant
k chosen empirically to optimize performance. This addresses the first problem,
the requirement that successive passed tests reduce the fault probabilities by pro-
gressively lesser amounts. Now if the ‘module in question is contained in any
ambiguity set then exp (-ks — k,5,) is taken as the certification factor, where s, is
the number of passed tests that depend on those particular immediate effects of the
module that are responsible for that module being in an ambiguity set. The constant
k, is chosen empirically to optimize performance. This addresses the second prob-

lem mentioned above.
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4.5. Calculating the Fault Probabilities

In problem domains that are complex and for which deep models relating structure
and function are incomplete, such as medical diagnosis, it is often impossible to
do evidential reasoning in a precise manner, since the relevant joint statistics are
unavailable. Therefore, approximate methods have been found useful such as those
in MYCIN [16] and PROSPECTOR [17] and the Dempster-Shafer [ 18] formalism.
However, in the domain of diagnosis of human-engineered systems constructed
from discrete modules, it is possible to use more precise probabilistic methods
exploiting the regulanities of this domain. One regularity is that the information
gleaned from a failed test can often be described as an ambiguity set, a set within
which at least one faulty module must lie. Another is that it is often an acceptable
approximation to assume that the replaceable modules fail independently of one
another with their own a prori probabilities.

A fault hypothesis is defined here as a Boolean combination of assertions that
individual modules are good or faulty. For example, x; & X; & x;, is the hypothesis
that modules 1 and 3 are bad and module 2 is good, without regard for the other
modules. FIS contains a program that computes the probability of a fault hypothesis
in light of the test results to date. We make the assumption that the individual
module fault propositions x; are statistically independent of each other with relative
a prioni probabilities a,, so that ag; is the relative a priori probability of x; & x;,
for example. We are thus ignoring the case of one component failing first and
stressing a second component so that it fails also. This will cause some error in
probability calculations, which will affect primarily the selection of tests, and there-
fore the cost (e.g., time and money) of diagnosis, and not its accuracy. Barming
this coupling, we can view double faults as independent events—the second of
which occurred by chance in the time between the occurrence of the first and the
time of testing.

For clarity, we will first describe how the program processes the results of failed
test results only. Then we will treat the case of some failed and some passed tests
and, finally, the case of all passed tests. As described in Section 4.3, each failed
test gives rise to an ambiguity set containing all modules that could have caused
that abnormal measurement. The set of these ambiguity sets corresponds to a
Boolean conjunctive normal form expression in the module fault propositions x;:
at least one member of the first ambiguity set is faulty and at least one member of
the second ambiguity set is faulty, and so on. Let T denote this expression and H -
denote an arbitrary Boolean function of the x; and their complements, describing a
hypothesis whose current probability is desired. From Bayes' rule the current prob-
ability of H is given by

P(H & T)

P(H|T) =

P(B) is defined for an arbitrary Boolean function B as the a priori probability of
the proposition B, that is, the a priori probability that the fault state of the UUT
is consistent with B.
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The problem is now reduced to that of computing P(B) for an arbitrary Boolean
function of the literals x;. The strategy is to manipulate B so that all terms of
conjunctions are statistically independent (involve no common x,) and all terms of
disjunctions are nonoverlapping (mutually exclusive). We can then replace the x;
with the corresponding a priori component failure probabilities a; and the three
Boolean operations with arithmetic operations using the following three laws from
probability theory:

(A) IfP(X) = p, then P(X) = | — p.

(B) If P(X) =pand P(Y) =g, then P(XVY)=p +qif X& Y =0,

(C) If P(X) = p, P(Y) = q, and X and Y are statistically independent, then
P(X & Y) = p X g, prior to the use of a; in the above paragraph.

We have developed an efficient algonthm for performing the computation of
Equation (1) outlined above. For those interested we give a concise trace of its
behavior on an example problem. Suppose that three tests have failed and our
current ambiguity sets are {m,, my, my}, {mq, ms, g}, and {m,}. Let us compute
the probability of the hypothesis x, that module m, is faulty. The ambiguity sets
overlap interestingly (at teast two faults are present) and make a good illustration.
We define the shorthand notation P(B) = | — P(B) and x; is denoted by i. Then
the numerator of Equation (1) becomes

L P(H&T) = P[(2Vv3V4a)&(4V5SVE)&(6VT)&T)
2. =P[(2v3Vv4)& (4 Vv 5VE6)&T] Boolean absorption;
3. =P[(2&3&4) Vv (4&5&6)Vv7T) DeMorgan's law;
4. =P[(2&3&4)Vv(4&5&6)VvT] law (A) above;
5. =P[(2&3&4&(5V6)&T)

V(A&5&6&7)V 7] disjunction overlap removal:
6. =1-P2&3&4&(5VE)&T)

- PA&5&6&7) - P(7) law (B);
7. = | ~ P(2) P(3) P(4) P(S v 6) P(7)

~ P(4) P(5) P(6) P(7) — P(7) law (C);
8. = | - P(2) P(3) P(4) P(5 Vv 6) P(7)

~ P(4) P(5) P(6)-P(7) — P(7) law (A)
9. P(5 Vv 6) becomes P(m) DeMorgan’s law;
10. P(H& T) =1 - P(2) P(3) P(4) (P(5) P(6)) P(7)

~ P(4) P(5) P(6) P(T) = P(T),

The P(i) are simply the a;. The denominator of Equation (1) is treated similarly.
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The above method is used to compute the current fault probabilities of the
individual modules after each test. It can also be invoked by the user to compute
the probability of any fault hypothesis, even one including some fault states in-
consistent with 7.

Now we will treat the case of having at least one passed test and at least one
failed test. As descnbed in Section 4.4, for each module m;, FIS computes a
certification factor ¢, that represents the evidence from passed tests. Thus, module
m; is regarded as certified by the amount ¢; and the a prion failure rate a; is simply
replaced with ¢,a; in the probability calculations above.

Finally, if all tests have passed so far, then there are no ambiguity sets and the
probability algorithm above is not used. Instead the a priori module fault proba-
bilities are renormalized using the a priori UUT fault probability Py and the certified
a prioni module probabilities ¢,a,.

4.6. Next Best Test and Replacement Decisions .

The problem of finding the ‘‘best’" test to make next in troubleshooting is analogous
to that of playing a game against an opponent who responds randomly. The test
result is the opponent’s move and the test selection is our move. The object of our
side is to minimize the cost of finding the faults. We could think of the opponent
as confounding our efforts by giving test results that sometimes further our goal
and sometimes do not. Applying a mini-average algorithm to the *‘game tree*’ [13]
yields an optimal solution but is infeasible for large branching factors. In FIS,
selecting a test amounts to choosing three things—setup, test point, and parameter
measured. Thus, the number of available tests can be large. At the next level of
the game tree, there can be several test results, one for each of its qualitative
values, for example, low, high, and okay. We take the approach of first heunsti-
cally screening the set of possible tests to reduce their number significantly and
then examining only one level of the game tree 1o pick the best of the remaining
candidate tests. Specifically, we find the screened test that maximizes the ratio of
the expected information gain to the estimated test cost. The expected information
gain is a weighted average of an entropy-based evaluation function over the several
possible test results, where the weights are the estimated test result probabilities.
In earlier versions, we screened the tests by simply exhaustively compating the
initial (opening move) evaluation function values at compilation time and then
taking the best n of these as our screened candidate tests during diagnosis. This is
not very satisfactory, however, since the initial ordering of the tests by their merit
is often very different from their ordering after one or more tests have been made.
Therefore, we are currently experimenting with heuristic screening techniques that
are highly dependent on the current UUT beliefs. This is expected to result in a
small set of high-quality candidates, allowing rapid evaluation by the entropy—cost
routine. One source of good heuristics is the observation that tests dependent on
some but not all of the highly suspect modules are powerful. Another is that tests
made under the same UUT stimulus conditions as some failed test are more likely
to fail and thus contribute significantly to fault isolation. Tests that have low cost
are to be preferred to tests of otherwise equal merit hut with hichae ~-- .o
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the test tree. Each test or replacement recommendation represents a node in the
test tree. Figure 9 shows a sample of output from the automatic test tree generator.

5. CURRENT APPLICATIONS OF FIS

We have been testing and refining FIS on real analog UUTs to assess its perfor-
mance and practicality and to provide ideas for improvements. We have been
modeling a radar receiver-exciter subsystem with the goal of generating test trees
(called diagnostic and functional flowcharts) that are comparable in quality to those
written by test programmers. As a second application, we have recently begun
applying FIS to a Navy sonar system as a technician’s aid.

In the radar application, the goal is to demonstrate that FIS can relieve the
human test programmer of part of the labor of producing a test program ser (TPS).
which is a program that controls ATE gear in the automatic execution of a test

tree. It is the automatic test tree generation capability of FIS (see Section 4.7) that

is used here. The part of the human effort that is relieved is the sequencing of the
possible tests and the determination of when some modules warrant replacement
and which ones. In exchange for this, FIS places a modest knowledge acquisition
burden on the user, primarily in the form of causal rules and test cost information.
Other paris of this task that we leave under human control are the choice of test
equipment and the determination of what constitutes a sufficient set of tests to
certify that the UUT is performing correctly and to do fault isolation. Figure 10
shows a hardcopy version of the more detailed CRT color graphics display of the
radar unit. This is useful during the development of the UUT description, when
the technician’s aid mode is invoked to test interactively the diagnostic performance
before test trees are generated. We are currently making refinements in FIS to make
it practical for the TPS application. This includes primarily the improvement of
the speed and accuracy of the best-test computation and the more intelligent han-
dling of passed tests.

The second application involves the use of FIS as a maintenance advisor to a
technician. It will be installed in a rugged portable computer and will direct or
assist a technician in the troubleshooting of a complex, primarily analog sonar
subsystem consisting of 105 replaceable modules, using manual test equipment.
The primary functions will be the recommendation of a next best-test and the
reporting of the FIS beliefs after a test is made.

The applications brought into focus the issue of computational complexity, since
they require speedy operation even for large UUTs. The computational complexity
of the propagation of test results through the causal rules appears to be approxi-
mately linear in the number of terminals in the UUT, since during the finding of
an ambiguity set the number of rules invoked at each terminal depends only on the
complexity of the immediately connected modules, not on the size of the UUT,
and each terminal is visited at most once for cach parameter. However, this is done
at compile time, and so it need not be fast. In both technician’s aid applications
and tect tree oanemtion annlicatione  mnct af tha camnntatinn concists of make-
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Figure 10. A model of a radar receiver/exciter in FIS.

test operations and best-test operations. The latter is the more computationally
costly. The best-test selection procedure is too complex to perform a rigorous
complexity analysis easily, but its complexity has two major contributions—one
from the heunistic screening of available tests and one from the entropy calculations
on the remaining candidates. The latter currently takes on the order of a few seconds
for typical UUTs but is expected to be improved considerably by implementation
changes. Since this is invoked once per candidate test, it is important that the
heuristic screening procedures produce a small number of candidates. We expect
that the heuristics described in Section 4.6 will lead to no more than ten candidate
tests when they are fully implemented. The running time for the heuristic proce-
dures is expected to be less than that of the entropy calculations.

6. CONCLUSIONS

The FIS project has resulted in an expert system shell that can efficiently acquire
a causal model of the behavior of a UUT adequate for diagnostic reasoning and
use that model in a variety of diagnostic settings to recommend tests and replace-
mente and to internret test resnlte Fven with relativelv small UJUTs. the gualitative
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causal modeling of components clearly shows its power in the correctness and
small size of the ambiguity sets resulting from each test, as compared to a topo-
logically based troubleshooting system such as those of Cantone et al. [13] and
Simpson and Balaban {14]. [n the example of Figure 8, a purely topological troub-
leshooting system would miss the loading problem of M7 at T6 and suspect all the
upstream modules for any failed test. There is no known nontopological system
with which we can directly compare FIS.

The causal model required by FIS is modest in size and in our experience can
be generated efficiently using the methods of Section 3.3. This suggests that our
approach will allow efficient knowledge acquisition and accurate diagnosis for
larger UUTs.

We plan to continue refining the FIS prototype, using lessons leamed from the
radar and sonar applications. Most of the additional improvements are expected (o
be in the user interface, for example, to make the graphics more suitable for large
UUTs in the technician's aid application and to improve the efficiency of knowledge
acquisition. We will also further refine the best test calculations (Section 4.6) to
achieve as much speed and accuracy as possible and make other improvements to
facilitate the transition of this technology into further development and eventual
use in the field.
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