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Abstract
betr Itisdiﬁtihc;tmforaggoneperson_ mmlqiﬂ?i\;allgﬂhctypes_ of
This sents an exploratory study on the appli- events may be experic within an internet; 118
cability of mmﬁﬁlmingmchniqmmlmge-mle gata even more cult for a person to determine all of the
communication netwarks, Specifically, the smdy addresses plausible causes of such events in the context of specific
the problems of leamning two typcs of decision rules: event sitaations.
diagnostic rules for fanlt recognition, and prediction rules . . . o
for fault prevention. The methodology of applying to In this context a promiging and important idea is 1o apply
these problems the AQ15 inductive learning program 13 modern machine leaming to this problem. This paper
described and illustrated by examples. The input to the presents an approach to machine Jearning of rules from
leaming is in the form of inicrmet events. Experi- example events that occur within an internetted network
mental rasulis have shown significant potential for use of operation, The approach is based primarily on the AQ15
the propesed methodology in this area. machine leaming program (Michalski, 1986a). This

lwningappmachtsprmntedinSecﬁon& Before the

appmwhcenbe;mdersmod,dxemmeptsoffanlm.faib
L Imtroduction ures and errors, and the causes of network malfunctions
must be understood. These concepts are described in the
PDetermining rules for diagnosing faulis in commaunica- following sections.
Gons networks is a difficult problem, evenfor well tained .
network engincers. Network engmeers typically learn 2. Network Malfunctions
rules for fault diagnosis only after experiencing recurrent o
in network behavior. Symptoms in the form of Data communications networks send data between de-
network event messages and network statistics must be vices in the network by packets. A packet is a sequence
obsel‘vedjustprimmme‘mcmnceoffauhsandfaﬂms, of bits, organized into data fields, that contains one. o
and must be recorded with precision. mx:emmagw,andaheadamdmﬂa‘ofcmmlinfm-
) . mation. Whenever a malfunction is detected by the
The problem of learning such diagnostic rules is com- sysm,pnmmmmgasmmd. Angventm
poundcdincomplexintemetsbytheoccxmenoeofnum may indicate a fanlt, a failere, or an error (FFE) within
iypes of symptoms, and the nce of many types of getwork.
devices from which reports of those symptoms are gener-
ated, sach of which may use a different communication ~ There does not exist a common definition for fanits,
protocol. An internet usually consists of several netwarks failures and errors as they relate to digital petworks. In
with heterogeneous architectures (Schartz, 1087). Sucha some cases the terms are synonymous (Cheng, et al,
system of diverse components is supposed, however, tobe 1970). In other cases, different terms have been used. For
functionally integrated so that a message (in the form of a example (Pan, 1981) uses failure, degradtion and mal-
pmket)sengﬁommcpomtcanmachanymher intinthe function in place of our failure, fanit and error. For the
nerwork. Differentinternetarchitectures have ndevel- purpose of this paper, the FFEs are defined agfollows. An
oped. An cxample of an internet is presented in Figure 1. error in acommunication network is a single unsuccess-
The figure shows an architecture of the campus-wide ful gansmission of 2 message, For cxamplc, sn error may
network designed and used by Computer Sciences Corpo- be caused by elecirical interference which mornentarily
ration at its Virginia Technology Center, dign;ptsthememge.'mistypeofermmbecmecwd
within the protocotof the network, simply by retransmission
These networks pass very large volumes of messages. A of the message. Errors do not usually result in prolonged
message (packet) is a transraission of inforragtion from loss of communication. A fault is a more severe error.
oneppiminmenetworkmoneqrmoxedesﬁnaﬁom, Duc Severity is defined by emor count If the error count
to their complexity, the diagnosis and resolution of faults exceeds an etror (hrcsiold, then a fault has occurred. A
in such networks 1s a major problem, When a network fault may be caused, for example. by an overloaded
experiences an eror, ¢.g., amessage does not successfully network, The receiving node may be operating normally,
reach its destination, an event is created within the net- but may not be prepared to acknowledge the incoming
work. The number of these fault and anomaly cvents per message due to netwerk traffic. Faalts do not usually
month in even a moderately sized nctwork can exceed tens cause long-term loss of communication; often faults are

1
of thousands. cmmgg%y network protocol. A failure inadatacommu-
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Figure 1. An cxample of an internet architecture (used by Computer Sciences Corporation).

nications network is defined as the most severe type of
malfoncton. Failures occur when there exisis 2 complete
{oss of communication with one or more points in the
network. Failures usually cause longer loss of communi-
cation. An example of & failure is harware failure ofa
specific node in a network, Failures can also be caused by
environmental factors. A common cxample is power
faﬂmedwtoasmn.F'FESusuallyleadtogenemﬁonof
events messages within anctwork. Aneventis generated
either as a direct consequence of an observed malfunction
or anomaly, or as an indirect consequence, ie., from a
chain reaction.

3, Caoses of Network Malfunctions

As indicated above, a network matfunction can be due to
a number of causes. Such causes can be internal or
external. Inteimnal causes are of two types: hardware or
software. Hardware malfunctions are either of electronic
or mechanical naturc. Software problems occurinoneor
more software components, each identificd as a discrete
configuration management item. If an FFE iscansed by a
software ciement, it is usuaily by an error in the software
design or in the implementation of the software within
specific devices on the network.

Software element canses are usually a result of human
emror either during software design or implementation, o
inconfiguring the ional sofiware within the internet,
An example of the lagter is an error in 4 timing parameter
in acommunication software element loaded intoa device
that prevents the novmal functions of the communication
prowcol and disallows expected communication with
other devices in a network.

Physical causes must be resolved at the field repairabie
unit (FRU) level within a particular device within some
cubnet of the internet. The cause is considered (o be field
repairable if a field engineer can travel to the location in
the network where the cause of the problem exists, and

orm some cofrective action at that location. Often
large data communications networks have a field engi-

neering activity that has the responsibility for repairing
problems of this type.

Caunge and effect is reported at different levels of abstrac-
tion within an internet. The level of abstraction thatis most
useful for network management is the lovel necessary to
cnablc the (1) disparch of petwork resources, whether
humszn ox electroiic, © the source of the and (2)
resolution of the probiem, This high abstraction level
supports the categorization of events intodecision classes,
e.g., malfunctions caused by (1) overload, (2) device fault,
iadmeor_error,(B)mmnetworkwxﬁgmﬁon,or@)
transmission failures caused by eavironmental factors.

There are two types of overload: network overload and

device overload. A special type of nctwork overload is

channel capacity overload. A special of device

3vegloadisamemorybuﬂ‘exovedoadingﬁ ina specific
evice.

Device fault, failures and errors are internal and fall into
one of the two categories of bardware or software. Forthe
pmposeofth:spaper,ahg:dwmnnlfumﬁoninchdes
device not ready and device not capable (design inad-
equacy) statcs, and physical FFEs. Examples of physical
FFEs are error in carrier sense, and device jabber, both
problems that occur in networks with local area network
archilectures. Software malfunctions occur in system and
application software, includi - comraunications protocol
software. A special type of communications protocol
software malfanction is a backoff error; a special type of
:gpéicaﬁon software malfurction is a database integrity

Configuration FFEs !DCIW design, e.g.,
incorrect configurationof devicesor inconsistent
specification of among devices within the
configuration. Address errors are a type of parameter
error. Examples of address error sources are gateway
routing tables and terminal devices.
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TmmnisﬁonFFEscanbecausedbyoncof_the above
categories of by environmental causes. Environmental
causes include degradation of electrical power quality,
cavironmental interfercnce brought about by ph jcal
network confignration, of lemperature or bamidity levels
that exceed equipment tolerance.

4, Network Events

Anctwmkevemisdeﬁned,forﬁgcpmwseso{mmpa,
as the occurrence of an FFE (d;scumed.prpmusly). A
nerwork event message is a partial description of an FFE
that has occurred; it describes the event through attributes
and valves. Some event messages describe the general
siams of a device or network while others are more

ific to an instance of an FFE. Network events can be
represented as vectors of atuibute values. The specific
choice of network attributcs depends on network typée and
the types of information deemed important. Section 6
inciudes a table of the SNMP variables used in the expexi-
ments in this . The variables axe only a
fraction of the total number available.

An example of an event message that describes status isa
message from a device that reports that the device is up,
meaning that the device is functicning, or down, meaning
that itis not. Status messages can be gencrated by adevice
itself or by some neighboring device. Some devices are
programmed to send a message when they change from
one state to another while others noed 1o be queried. Event
message generation is usually a functioa of the network
management software and protocols that are used. Mod-
emn network management protocols such as the Simple
Network Management Protocol provide for both ¥y
generated event messages and device query. In the latter
case the network management system asks for informa-
tion and then gencrates an event message if specific
conditions ¢xist. Both approaches to cvent message
generation provide the same information.

Congider the following example, An event is
generated because a predetermined threshold of chzgum
errors is An acceptable number of checksum
errors is set by a network engineer and stwred in the
management information base (MIB). A MIB is a data-
base of information compiled from a data communica-
tions network. A MIB typically contains descriptions of
all devices within a network (or intemet), and operational
data specific to each device. Each time a checksum errox
occurs within a device, a counter within the device's MIB
is incremented. When the number of checksum errors
surpasses the threshold, an event message is generated.

§. Learning Diagnostic Rules from Malfunctions

Network events describe FFE situations that are unique to
a particular implementation of a particular actwork archi-
iecture and prot One goal of machine leamning from
INerNEtevenisisw ize commeon to groups
of events from within an internet such that the event canses
can be more readily diagnosed and rectified. Patterns and
correlations can be found between multiple events and
data elements (including statistical data) stored within
devices in the network. Rules can be formulated from
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these patterns to abduce canse from an FFE. Thisresearch
is also focused on discovery of rules that can be stored to
predia;fumenetworkfaﬂm'eﬁmnpattemsmatm
within a network operation prior 10 network failure. For
both diagnosis and preven jon, these rules can be storedin
a knowledge base available to an expert sysiem, Suchan
expensymmnpmvideasﬁstangemnegtworkopmmrs
and engineers in fault prediction, diagnosis and resolution
within these large, comgéle;&)dam communications net-
works (Mathonet, et al 1587).

Learning procssses can be categotized into synthetic or
analytic types of learning (Michalski, 1989). The catcgo-
rization is based on the types of inference mechanisms
used in the loarning process. Synthetic learning is indoc-
tive in nature, whereas analytic lesrning is deductive in
nature. Deduction is the process of inferring a fact from
general mics and other facis. Induction is the process of
mferm;%ttll]ypmhwes WW mt:lmlam gugi;fams. Deduc-
tion is - i induction is falsi ing,
ic., if any mpxesemn isewgu false, thehypodmtyp?wﬂngmamd
will also be false.

“This research effort uses a synthetic (inductive) learning
%Jgoa:h based ofi a constructive induction technique.

two primary types of synthetic lcarning arc Icarmng
from examples and learning by observation.

(1) Leaming from Examples: Leaming from examples is
also called supervised learning, Each example is identi-
fied as being cither a positive example or a negative
example of what is to be learned. Examples can be
grescnwd fo the machine learning program all at once

‘batcl;leammg")oraqtheyoqcnr. The latter form is
called incremental }earning and is particulaly relevant to
oguproblcm,:mevemsocmcmﬁnumslyin COmmu-
nications networks.

AQ has been applied to learning rules for diagnosis of
soybean discases (Michalsis, ef al 1981). The AQLS

R e T e

Another interesting application of learning from examples
in a communications netwark i3 to lcarn segquences of
patierns that occur over time. The advamiage of this
approach is that a sequence of network events can be used
to predict a future network event. Consider the following
s:manonehatwas'agmmai.' repeatedly in a local area
network, A device d1 that connegts fiber optic cablcof a
Tocal area network 0l 10 a router device d2 was observed
burning up. Within a fow minutes prior to burnout, other
events were obscrved in the network,  First, network
traffic increased, followed by increased exror rates from
d1 and 42, The pattcm is summarized as follows, with the
A mbo[mesamng increase and Malf representing a

Araffic, nl) Merrors, d1) Merrors, d2) Malf(barnout, d1)

In future sihrations involvin the same types of network
and devices, this sequence of events can be used w predict
malm_ncuons of the peiwork, i.e., bumout. The SPARC
machine learning program (Michalsld, et al 1987) leamns
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Figmz.Classiﬁtaﬁonhimmhyofprimary malfunctions that can occur in a data communications network.

sequcncesandisbeing_ir_wesﬁgamdforleaming sequences
of network events of this type.

{2) Learning by Observation: Learning by observation is
unsupervised, Leaming by observation in an internet
cavironment is more limited than learning from exampies
because individual iearning events do not have associated
information of cause. The cause is often not

until several hours after the event has occurred from 2
problem report submitted by mpnetworkowtawwrﬁeld
engineer that successfully rectified the problem.

Despite this problem, learning by observation has applica-
bility to internetied networks. The concepts conveyed by
an event message may be common among 3 vanety of
networks, devices and software programs. Conceptual
clustering provides a meang of determining commonality
in the types of neiwork entities that generate a parzicular
network message type. A classic example of a conceptual
clustering program is CLUSTER/2 that has been applied
1o classification of folk songs from examples 2%51:1.
et al 1983; Stepp, 1983).

Finally, a machine ledrning approach also investigated by
this research is the discovery of numerical regularities that
OCCT in communications networks prior to network per-
formance degradation or failure. Theconceptof id
has been widely applied to communications nctwoeks.
Thresholds can be used to indicate unaccepiable numbers
of network errors, and are an important predictor of
network performance or network failure. For example, in
a local area network, excessive network traffic can cause
network performance degradation. Discovery of numeri-
cal regularitics from network statistics such as traffic and
erTor counts is an import application area. A machine
learmning that has been successful in discovery of
nomerical re ity is ABACUS (Falkenhainer, et al
1986), ABACUS rediscovered Ohm's Law, Stoke’s Law,
the Law of Conservation of Energy and Kepler'sLaw, and
analyzed chemical data. ABACUS is a candi-
date program for discovery of numerical segularities in
MIB data collected from communications networks,

6. Method using the AQ Aigorithm
Figwe 3 illustrates an approach (based on the AQ1S

itk N%Iiodgag?epmb]em : mgll}eamin

event messages, g
takes place from network event datam collected
directly from the network and from information collected
by field engineers and network operators. Inmostcasesa
network operator obscrves a network event, diagnoses the
canse and creates a problem report to document the event
and cause. In cases where field repair is required, a field
engineer rectifies the cause and documents itin a probiem
gort. "The sequence of three major steps is summarized

OW.

(1) The first step of this is to collect network
event information. Collection results in the description of
an cxample of a network malfunction and the network
symptoms prior toor shortly after the malfunction. Intemet
event attributes inclnde a name and a description of the
event, the event source, network and device states, and an
abstract classification of the type of network malfanction.
Event information igderived anctwork management
system and problem repoits created by network operators
and field engineers. The MIB is a database of network
states and statistics collected by network software at
predetermined intervals of time. The problem reports
provide additional attribates collected by network opera-
tors and engineers that further charactenize the event and
cause,

(2) 'Ihesewndstepiswmnﬂ\eeventdmxipﬁon
as a sequence of atributes aid values. The problem report
is parsed for attributes and values that further charactenize
the event, and the event is assigned 1o a decision class of
g:ause&i.e., typegf ibés where the sy ,
istic description descrd message originated,
a description of the event as conveyed by the internet
meseage, the object of the message, and properties of the
network at the time of event occurrence.

(3) The third step is w generate rules from the event
descriptions using the AQ1S induciive leaming program,
The goal of this learning is to generate rules capable of
diagnosing or predicting network faults.

Network events are categorized into decision classes, i.e.,
the causes of the events, prior 10 learning. Each network
cvent is 3 member of some decision class, i.e., a positive



12 81 17:22 FROM C5C

FAGE . BBE

VTCB 3RD FLOOR

1. Colastion 2. Represankekion 3. Rule Gemntioa
aetwork evant N~
masssge Even deseriptions .
* :maﬂd - AQ1S Miao ki
saguanses of Ea— Lesnniag ot
.——* .
MR dusa sittribubes and e Progna rules
problam reports walva s description
_*

Figure 3. Dlustration of method for the application of machine learning to neiwork management.

le of that decision class. A ncgative cxample is one
% not beiong to the decision class. The AQ15
inductive learning program gencralizes decision rules by
covering all positive examples within a decision class but
none of the negative examples.

7. A Brief Review of the AQ Algorithm

Recause the AQalgorithm is used as an impaortant module
of this method, for compleieness we provide th: brief
description of iL. The AQ algorithm generates the mmi-
muﬁr near-minimum number of general decision rules
chg)mzingasczof instances, as described in(Michalski,
1986a).

(1) A single positive example, called a seed, is sclected
and a set of mosi general conjunctive descriptions of this
emmpieiscm&:d(smhamiscauedasmfw the
seed). Each of descriptions must cxclude all nega-
tive exampies.

(2) Using a description preference critcrion, a single

ipt isselectedfromthcstar,mx.gedme"best"
description. If this description covers all positive ex-
amples, then the algorithm stops.

(3) Otherwise a new seed is sclecied from amon%the
unexplained (uncovered) examples, and steps 1 and 2 are
repeated until all examples arc covered.

The disjunction of the descriptions selected in each step
constinites a complete, consistent and general description
of ali examples. The preference criterion used in selecting
a iption from astar is expressed asalistof clementary
criteria that are applied lexiographically and with acertain
tolerance. The criteria may be simplicity of descripti
{measursd by the number of variables used), cost (the sum
of the given costs of the individual variables), or other
criteria,

The description of a class is expressed using the variable-
vaiyed logic system 1 (VL1), which ig a multiple-vained
logic propositional calcolus with typed variables
(Wichalgks, 1974). A class description is called acover. A
cover of a concept is a disjunction of complexes describ-
ing ail positive examples and none of the negative ex-
ampies. A complex is a conjunction of selectors, which is
the simplesisatement in VL 1. A selectorrelates a variable

toa value or adisjunction of values, forexample [tempera-
mfze=mld.$:u]m],or[x<5].negmeralfomofa

selector is:
(L #R]

where L, cafied the referee, is an attribute, and R, called
the referent, is a set of values in the domain of the attribute
i L, and 4 is & relational symbol which can be ene of the
following: =, €»>=<=<>.

8. Experiments and Results

In an atempt to judge the applicability of machine lcam-
ing to network faull management, several preliminary
experiments were devised, The datafor these experiments
wasdenvegn&omamulmdn%t:ork. The%stepe!':i
designing this experiment was determining the gen
o space. The Dcwark dommain provides s arge s
on 5 a (3
ofmmynad‘ formats. Both data and tormat are
dependent on the network protocol used.

For this network the SNMP protocol was chosen and a
subset of the data elements provided by the SNMP MIB
was sclected to be utilized in our experiments, These
SNMP data elements were the attributes that described a
network event toour learning program. Each dataelement
conld assume a value and was considered as a variable,
Most of the data elements were counters.

'The SNMP varisbles are presented in Table 1. Exch
varizble’s name and 2 brief description is given, along
with the set of values that it could assume. Only one
varigblc had nominal values, and the other nine had real or
continuous values, with different ranges. These ranges
were created for the experiments.

A nctwork configuration was designed that was complex
G concepaially sl cobagh to ety o e The
timec y tovenfy 3
network consists of 5 nodes as shown in Figure 4. Node 5
(NS) is the SNMP Network Mamagement Station, which
queries the other nodes' MIB, Given this network model
we determined what network event messages the network
operator would receive from the Network

Station if certain faults or failures occwred in the network.
An cvent was simply a characterization of the state of a
nxde in our network, using the SNMP variables as at-



FROM CSC UTCB

For example, if Node 1 (N1) wentdown, the tor need
only tocheck the ifOperStatus parametex for that node. In
most cases however, the description of nctwork status
during or after 8 fsult or failure has occurred is more
complicated. Four fasity/failures were postulated. The
faults were cither a noisy ling or an intruder breaking into
the nctwork. The failures were either a modem down or
the interface to the node down.

A nomber of errors were generated on the network and
correzsponding network event messages were created.
These events consisted of atiibute vectors which were
assigned to onc of the faults/failures indicated above or to
a normal class. This yielded a total of 5 classes. These
preclassified cveats were given 10 AQIS in its bath
leamning mode

Initial results were poor because the generated rules con-
sisted of comfplicateddisjunc&cms of values. Forexample,
rules of the following form were {ifinDiscards
= 308, 896]. A more useful rule would be
[ifinDiscards=high]. In order 10 achieve this gencraliza-
tion of values we initially hand-scaled the data. With these
new values better rules were produced. Automatic scaling
was then implemented. This is a simple scaling which
partitions the total range into equal sub-ranges. The
calculated scaled value replaced the original value and the
AQ algorithm proceeded to construct discriminant de-
scripdors of the ervor classes as it normally wosld,

In the first experiment the learming sct consisted of 5
classes (4 emror-siatus classes and 1 normal-status class)
described by 5 attributes (the first 5 listed in Table 1).
There were boiween 2 and 4 evenis pex class for the 4 error
clagses and 20 events in the normal class. The rules
produced from this leaming data are shown below. The
values in experiment 1 were partitioned into 4 levels:
very_low, low, high and very_high.

Modem Down :; > [ifOperStaus=up]
{ipinAddrErrors = very_high]
Noisy Line > [iflnerors = high ..very_high}
Node Down 3> [ifOperSmws = down)
Intrader ::» [ipinHdrErrors = low, very_high]
Normal Status i > [iflnDiscards = very_low.Jow]
(ifinEmors = very_low]
{ipInaddrErrors = vexy_low .Jow]or
[ifInDiscards = véry_low]
[ifIoExrors = very_low. Jow]

Tn the second experiment the lcaring set consisted of the
same 5 classes, but thistime there were 10 atribuies (those
tigted in Tabie 1). Once again there were between 2 and
4 events per class for the error classes and 20 events for the
nonmal ciass. The rules produced from this lcarning data
are shown in Figure 6. The valucs in experiment 2 were
pertitioned into 6 Jevels: ext_low, very_low, low, high,
very_high, ext_high.

Liodem Down > [ifInErrors = very_low]

Noisy Line > [ifReasmFails=low,
very_high..ext_high]
[icmpInErrors = high..ext_high]

3RD FLGOR

Name Description Values
ifOperStatus Current
ifinDiscards

ifInErrors
ipInHdrErrors

ipinAddrErrors  Number of input 0-1000
discarded

ipForwDatagrams Number of input 0-2000

ipOutNoRoutes  Number of Internet 0250

ipReasmFails

algo
icmplnErrors Number of Internet 0-300

ha
1cmpInTimeExcds Number of Internet 0-500

Table 1. SNMP variables used in experiments,

> [ifOperStatus = down]
Intruder > [ipInHdrErrors = low, ext_high]
> [iplnaddrEsrors = ext_low]
[icmpinErrors = ext_low,low]
[icmpInTimeExcds=¢xt_low high]

FPRGE.QB7
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Figure 4. Schematic of netwark used for cxperiments

9. Discussion of Results

The results demonstrate that characteristic descriptions of
network events can be used wo generate rules for fault
diagnosis, i.c., abduction of canse from network event
descriptions. The experimentsdemonstrate machine learn-
ing from an internet operation.  The experimental data
used for the experiments produces interesting rules. The
leamned rules are not trivial and not intyitively obvious.
Furthermore, the machine learning program generated the
rules within seconds, much faster than a person can
generalize rules from the same data.

Learning from examples, whether by human or machine,
isp:memenorsﬁ?mtwosoumcs. meﬁrsgi;x?ﬁom
learning with incompiete, imprecise or incorrect informa-
tion. The second source of error ig the generalization

. Errorsof the second kind can be avoided by using
a well-founded machine learning program. Errors of the
first kind are expected and tolerable because only a small
porticn of the Jearning space is covered by the example
everis, A complete event space is one which includes
examples of all possible events. This iz an unrealistic
condition in real domains.

The rules uced by the machine leamning are
generalanlc)lrgafinbetgsymdagainstnewevenxsmby
the internet. Because generalization involves dropping
conditions, the rules are not always correct or complete for
funme events, Itisexpected that the attributcs available
in the protocol are sufficiently precise to discriminate
different faults, yet produce useful rules for recogmizing
new ¢veats.

10. Conclusion and New Research Topics

The proposed method of applying machine leaming to
create descriptions of network malfunctions performed
well in experiments. Clear, concise tions were
quickly calculated for a number of network states inclod-
ing: modem-~down, noisy-line, node-down, muruder and
normal-status. These descriptions were derived from vec-
ors of Sm%vmm which characterized ﬂmme of
the netw the two experiments repovted in this paper,
ondy a fraction of the available SNMP variables and
possible network error states were considered. Further
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experiments will increase both the complexity of the
network from which the experimeantal data are derived and
the number of SNMP variables used in the description
space.

There :ggumm exmﬁc;al 'Inihtehis research to make it
more ient practical, most promisin

proaches arc 1) museconw_ucﬁveindncuontopmgd;ge
more concise network descriptions, 2) to utilize posi-
mnalinfumaﬁonfwabeuuwwﬁmandm
utilize temporal information for a better representation.

Constructive induction could discover concepts that are
not contained within event examples. Concepts such as
thresholds or ratios of petwork attributes are very usefol
ford:agnml?mng specific canses of fanlts. Thesc concepts
are crif to characterizing symptoms

network degradation or failure. These concepts can also
be used to generalize rules for use in g broad number of
similar, but not identical, FFE situations caused by the
same type of malfunction within the network,

An cxample of a useful ratio is rho. Rbo is a measure of
network throughpuat and is compuicd by dividing network
bl e 1o o etk porforn ns
accepil vel, network performance begins
todegrade, Rho also represents the percentage of network
capacity that can be utilized before traffic congestion will
contribute to a communication failure. Given the concept
of tho, the following could be induced from the network
event information:

If the network type is local area network, and
the event type is direct memory overrun, and
the threshold of tho is exceeded,

Then a plausible cause is device overload.

The concept of tho or some other relati ip of network
attributes can be derived using constructive induction. In
one method currently being researched, the rule featning
program may be instructed to discover ‘useful’ ratios of
given attributes. The program uses a generate-and-test
method todiscovertheserelationships, Inanothermethod,
ratios that are thought to be usefnl bat are not present in
the original data can be explicitly defined for the program.
The program calculates the value of this ratio for all the
data antomatically.

The second extension to the current research involves
using positional information. Currently, positional infor-
mation is not included. There are some network faults that
cannot be captured by such a simple representation. For
example, an increase in traffic to a parti node may be
due to the failure of nearby nodes. The AQ leamning
program currently being used cannot use multiple-place
predicates such as connecred-to, which are suitable for
capturing positional information, The INDUCE program

. 19860) is able to use such predi-

(Michalski and S
cates and in fact has € usedmderive%enmalmbsfm-

The thixd extension to this work mvolves reasoning about
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time. As in the case of positional information, temporal
information, is ot included in the data. We propose totag
eachdynanucanﬁbum value with a time stamp. Given thig

information uscful derived attributes such asratesin ¢rror
counts could be identfied. In addition, some temporal
ordering of events can be done such as "event x before
avent y". Once these trends are identified they may be-
mapmofevenmmeelabome diagnasis or predictive

Finaily, we wmufnsappmachona e number of
FFE c{ml ggnmples. This zarge number of examples is
necossary 1o determine the precision and correciness of
this method for a wide variety of internet states. The goal
of this research i3 10 develop a method sophisticated and
robust cnough so that an engineered and ficlded machine
leaming system can be 1mp1ememed as part of a data
communications network.
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